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Abstract—In the era of modern communication, e-communication
and e-transactions have become a vital part of our day-to-day lives.
Thus, protection of data via secure cryptography algorithms is taking
strides too. In this paper, we propose a Caesar cipher based
algorithm that will subdue the limitations of the traditional Caesar
cipher. Our algorithm will provide high-end security by employing
the technique of random key generation. Each letter of the message
will be encrypted by a separate key that will be generated randomly.
Also, if there are multiple recipients, then each would receive a
different copy of the cipher text corresponding to the same message.
This will encumber the attacker’s intentions further. Thus, it will
become next to impossible for the attacker to decipher the original
message, ensuring the decoding of the message, only by the genuine
recipient(s).

1. INTRODUCTION

Cryptography, a principal method of protecting valuable
electronic information, has become the soul of all trending e-
communications and e-transactions today. Cryptography
comes from the Greek word, ‘kryptos’ (hidden) and ‘graphein’
(to write). It is the science of encoding information in a way
that it becomes incomprehensible to all except the intended
recipients. With cryptography, we can protect our data from
unauthorized access. Following are the basic terminologies
associated with cryptography:

e Plain text: It is the non-encoded original message.

e Cipher text: It is the encrypted form of the original
message.

e Key: The value pertaining to which the cipher text is
obtained.

e  Encryption: The process of obtaining the cipher text from
plain text.

e Decryption: The process of obtaining the plain text from
the cipher text.

e  Cipher: The algorithm that takes the plain text and key as
input and produces the cipher text; or, takes the cipher
text and the key as input and produces the plain text.

There are two basic categories of ciphers-Classical and
Modern.

e Classical: It includes Substitution and transposition
ciphers. Substitution ciphers may be mono-alphabetic or
polyalphabetic.

e Modern: It includes Asymmetric and Symmetric ciphers.
Symmetric ciphers make use of the same key for both
encryption and decryption whereas Asymmetric ciphers
make use of different keys for the same.

The following are the primary objectives of cryptography:

e Confidentiality: The sent information is only understood
by the intended recipients.

e Integrity: The information is not tampered with on the
way from the sender to the receiver.

e Non-repudiation: The sender nor the receiver can deny
having sent the information or having received the
information.

e Authentication: The sender/receiver can confirm each
other’s identity as well as the origin/destination of the
information.

2. CAESAR CIPHER

In this paper, we throw light only upon the Caesar Cipher. As
stated in the abstract, Caesar cipher is the most common and
most simple classical substitution cryptography technique. It is
also one of the earliest known ciphers. This cipher is named
after the famous Roman general and statesman, ‘Julius Caesar’
who used it in his private correspondence. In this cipher, each
character is replaced by another character that comes generally
3 places after it, however, the key may differ.

CT=PT + Key
PT=CT - Key

Let us have a look at a few examples:-
Plain text: CAESAR
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Key: 3

Cipher text: FDHVDU
Plain text: ADORE
Key: 5

Cipher text: FITWJ

This method uses modular 26 arithmetic therefore if the key is
3 then XYZ will be encoded to ABC.

Because of its extreme simplicity and the presence of only 25
possible keys, it is immensely vulnerable to attacks. The
attacker can try all the 25 keys (brute-force attack) to obtain
the original message. Thus, the traditional Caesar cipher fails
to provide communication security.

3. OUR APPROACH (KASHU CIPHER)

This cipher is based on Caesar cipher, but unlike traditional
Caesar cipher, it provides high-end security. Instead of using
one key for the entire message, we make use of a key array.
Each character of the plain text (original message) is extracted
one by one starting from index 0 (i.e. the beginning). A
random number is generated between 0-999 (the upper limit
can be changed). This number is wrapped to an integer
between 0-255. This is the key corresponding to the i
character and is stored at i" index in the key array. Cipher text
is then obtained by adding the i key to the plain text character
at i" index. The array CT contains the encrypted text.

CTI[i] = PT[i] + KeyT[i]

We make use of modular 256 arithmetic instead of modular 26
arithmetic. This enables us to use the entire ASCII character
set. Thus, each character can now be encoded to any of the
256 characters. The key array is encrypted and is send along
with the encrypted text to the intended recipient. The recipient
then decodes the key. The key is encrypted using a symmetric
algorithm that is known both to the sender as well as receiver.
After obtaining the original key array the plain text can be
obtained in a way similar to the Caesar cipher.

PTIi] = CTIi] - Key[i]
3.1. Encryption Algorithm Sample Code
String encrypt(String message)

char pt[]J=message.toCharArray();

int random=0;

char ct[]=new char[pt.length];

for(int i=0; i<pt.length; i++)

{

random =(int)(Math.random()*1000);
key[i]=(short)(random%256);

ctfi]=(char)(ptfi]+keyl[i]);
}

return(new String(ct));

}
short[] encrypt(short key[])
{

for(int i=0;i<key.length;i++)

{
if(i%2==0) key[i]*=2;
else key[i]*=3;

return key;

}

3.2. Decryption Algorithm Sample Code

short[] decrypt(short key[])
{
for(int i=0;i<key.length;i++)

{
if(1%2==0) key[i]/=2;
else key[i]/=3;

return key;

}
String decrypt(String msg,short k[])
{

String PT="",

char ct[]=msg.toCharArray();
for(int i=0; i<ct.length; i++)
PT+=(char)(ct[i]-KI[il);

return PT;

}

3.3. Experimental Results

013456789101112131415
ABCDEFGHIJKLMNO

16 17 18 19 20 21 22 23 24 25 26

PQRSTUVWXYZ

Encryption:

Plain text: ABCDEFG

Key generated: {226, 21, 122, 131, 52, 172, 20}
Corresponding Cipher text: ?W%Cyo[

Encrypted key: {452, 63, 244, 393, 104, 516, 40}

Decryption:

Cipher text: ?WY%Cyo[

Encrypted key: {452, 63, 244, 393, 104, 516, 40}
Decrypted key: {226, 21, 122, 131, 52, 172, 20}
Decrypted text: ABCDEFG

Encryption:

Plain text: ENIGMA

Key generated: {94, 47, 100, 2, 155, 10}
Corresponding Cipher text: £}-1eK
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Encrypted Key: {188, 141, 200, 6, 310, 30}

Decryption:

Cipher text: £}-1eK

Encrypted key: {188, 141, 200, 6, 310, 30}
Decrypted key: {94, 47, 100, 2, 155, 10}
Decrypted text: ENIGMA

From the above examples, it is clear that it is impossible for
the attacker to break the code. Thus, Kashu cipher provides
remarkable security to data.

4. SUGGESTED APPLICATION AREAS

e Password
e ATM pin
o  Credit/Debit card number
e  OTP (One time password)

5. CONCLUSION

Although this cipher uses more memory than the traditional
Caesar cipher as we need to send the key array to the receiver
too, yet, the service it provides is exceptional. Moreover,
memory is no longer an issue today. The key for each letter of
the encrypted text is different and it is not possible to predict it
beforehand. Each letter can be encrypted using any of the 256
keys. For the next letter there are again 256 possibilities. Thus,
as can be inferred from the illustrated examples, the hacker
will not be able to hack the key in order to decrypt the
message. The randomness and the unpredictability of the key
values make this method unbreakable.
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